The U.S. Secret Service is investigating a possible security breach at Sears Holdings Corporation, after a series of cyber attacks on retailers that have
exposed the credit-card data of millions of U.S. consumers, according to a person familiar with the investigation. Photographer: Daniel Acker/Bloomberg
Sears Holdings Corp. (SHLD:US), the retailer run by hedge fund manager Edward Lampert, is investigating a possible security breach after a series of
cyberattacks on other retailers have exposed the data of millions of consumers.
The security review is still at an early stage as Verizon Communications Inc. (VZ:US)’s digital forensics unit and the U.S. Secret Service sift through the
company’s computer data to look for traces of hackers and the extent of any incursion, according to two people familiar with the matter.
Sears, which is already working to reverse 28 straight quarters of declining sales, is now faced with fighting a possible hacking attack with shoppers on
edge after a flurry of retail data breaches tarnished the image of merchants including Neiman Marcus Group and hurt sales at Target Corp. (TGT:US)
Pinpointing the scope of an attack can take weeks because of the stealth techniques used by hackers.
Blog: Who Should Pay for Data Theft?
An investigator who works as a consultant for major card issuers said the importance of a breach at Sears would be determined by whether it’s just in a
few stores or in the company’s entire point of sale system. A compromise of the entire system, like those at Target and Neiman Marcus, would be far more
serious, said Canh Tran, the chief executive officer of Rippleshot, a Chicago-based fraud detection company.

‘Waking Up’
“Merchants are not in the business of protecting themselves, and you now have second- and third-tier criminals doing this,” Tran said. “We’re really just
waking up to it.”
Sears is evaluating whether it’s been attacked.
Story: Missed Alarms and 40 Million Stolen Credit Card Numbers: How Target Blew It
“There have been rumors and reports throughout the retail industry of security incidents at various retailers, and we are actively reviewing our systems to
determine if we have been a victim of a breach,” Howard Riefs, a Sears spokesman, said in an e-mailed note. “We have found no information based on
our review of our systems to date indicating a breach.”
Jeffrey Nelson, a spokesman for Verizon Enterprise Solutions, declined to comment about whether the company is probing a possible Sears breach.
Companies can find themselves in limbo between initial reports of suspected fraud and confirmation of the size and scope of an attack. A report on the
Neiman Marcus intrusion shows that the firm had been warned of possible fraudulent payments stemming from credit cards in mid-December, but it took
a private forensics team until January to find the malware and confirm data was taken.
Story: Neiman Marcus Hackers Set Off 60,000 Alerts While Bagging Credit Card Data

Secret Service
Sears shares (SHLD:US) declined more than 2 percent after Bloomberg News reported on the investigation. The stock closed at $44.75, up 4 percent, in
New York.
The Secret Service is leading investigations of the attacks on Target and Neiman Marcus that exploited retailers’ point-of-sale, which process more than

$3 trillion in U.S. transactions a year, according to David Robertson, publisher of the Nilson Report, an industry newsletter based in Carpinteria,
California.
Sears, based in Hoffman Estates, Illinois, is attempting to mount a comeback under CEO Edward Lampert, who took the reins of the company a year ago.
He’s investing in e-commerce and rewards programs in a bid to reverse declining sales. He also has sold assets and sought to shrink the company’s store
base, saying retailers today need less square footage.
Story: Another Day, Another Retailer in a Massive Credit Card Breach
Lampert, who controls about 48 percent of Sears’s shares, was named CEO in January 2013, eight years after he engineered Kmart Corp.’s $12 billion
buyout of Sears in 2005. The company renamed itself Sears Holdings after the merger. Though Lampert has struggled to make Sears profitable, he said in
a letter to investors this week that his turnaround plan may begin to pay off this year. The company’s net loss last quarter shrank to $358 million, or $3.37
a share, from $489 million, or $4.61, a year earlier. Revenue fell 14 percent to $10.6 billion.

Damage Control
Target, the second-largest U.S. discount chain, has said the theft of customer data may have affected anyone who provided basic information to the retailer
over the past several years. In December, the Minneapolis-based retailer said credit- and debit-card data for as many as 40 million people who shopped in
its stores between Nov. 27 and Dec. 15 may have been compromised. In January, the company said the thieves also got access to the names, phone
numbers and home and e-mail addresses of as many 70 million people.
At Target, hackers gained access to payment-card information for tens of millions of customers at the height of the holiday shopping season last year,
forcing the company to do months of damage control.
Story: New Tinder Security Flaw Exposed Users' Exact Locations for Months
“At this time we are not able to reasonably estimate a range of possible losses on the payment card networks’ potential claims,” the company said this
week.
To contact the reporters on this story: Michael Riley in Washington at michaelriley@bloomberg.net; Benjamin Elgin in San Francisco at
belgin@bloomberg.net; Mina Kimes in New York at mkimes@bloomberg.net
To contact the editors responsible for this story: Sara Forden at sforden@bloomberg.net; Robert Blau at rblau1@bloomberg.net

From The Web

Homeowners Are In
For A Big Surprise
LendingTree

Sponsored Content by Taboola

Surprisingly Simple
Solution to Help Your
Joints

5 Richest Oscar
Winning Actors

Which Debts Should
You Pay Off First?

Bankrate

Better Money Habits

Instaflex

IT pro solves
9 Awesome Movies
hundreds of problems That You Haven’t
with one …
Seen… And Should!

You Won't Believe the Don't Throw Your
MPG These NonCode Over the Wall
Rackspace
Hybrid Cars Get

Brother

MPG-O-Matic

Movies Talk

More From The Web

From Businessweek

Homeowners Are In For A Big Surprise (LendingTree)

Aykroyd: Let Me Explain the End of `Trading Places'

These Are The Best Credit Cards For 2014 (Next Advisor)

The F-35B Sticks a $1.5T Vertical Night Landing

Which Debts Should You Pay Off First? (Better Money Habits)

Elon Musk's Hyperloop: Real or Fantasy?

25 Cars With MPG's as Good as Hybrids (MPG-O-Matic)

OPEC Forecast to Keep Oil Quota Unchanged

Millennials Are Drinking So Much Wine They're Changing How …

Higher Taxes on Rich `Makes No Sense,' Johnson Says

(The Huffington Post)

